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Pan Asia Banking Corporation PLC, a truly Sri Lankan bank, with a presence of twenty-five years in the
Banking Industry and currently operating with 85 branches, has ambarked on an ambitious growth plan. We invite
dynamic, result-oriented and highly motivated individuals who wish to join us in this exciting journey and make a
positive contribution as a valued member of our growing organization

Assistant Manager / Executive — Information Security

The selected candidate will be accountable for ensuring the Bank’s Information Security posture, working in
collaboration with all stakeholders.

lob Profile

* |mplement and adapt necessary Information Security controls

* |dentify Information Security trends and assist remediation activities

* Conduct user access reviews in quarterly manner and take necessary remediation steps
* Conduct periodic Information Security policy reviews

* Conduct IT General Controls (ITGC) reviews

& Ability to understand the contents of Vulnerability Assessment (VA) reports and provide required support to
take remediation steps

* Information Security Incident handling skills is a plus point

= Other than above duties, apply knowledge and/or skills of security posture assessment and reguirements
based hardening, data classification, protection, automation and tool integration experience

lob Specific Skills

® Support research, analysis and problem solving using a variety of tools and techniques

* Ability to communicate with technical and non technical staff, maintain effective interpersonal relationships
with internal and external stakeholders

= Critical thinking and problem solving skills. Aptitude to process information logically, recognizes, analyze, and
solve a variety of problems, effective judgment in making critical decisions

* Project management skills including but not limited to plan, implement, and evaluate, direct, organize
activities, establish goals and objectives, establish Information Security goals and objectives that support the
strategic plan, effectively plan and delegate the work of others (vendors), train internal stakeholders etc

* Work under pressure, seif-starter and meet close deadlines, analyze, organize and prioritize work while
meeting multiple deadlines, analyze and prepare documents, reports, and cormespondence, review work for
accuracy

Candidate Prerequisites

& 54 years of experience in Information Security domain

* Expertise in vulnerability scanning tools.

* Understanding of the latest security principles, techniques and protocols.
* [Practical application of lessons learned into the team’s practices.

* Famiianty with relevant Cyber Security Standards, and baselines and efforts to measure compliance with
information Security standards and frameworks such as Ci5 benchmark, NIST framework, SANS Top 25, PCI
D55, 150 27001:2013 etc.

* Knowledge about secure application development — CBSL mobile application guidelines, OWAP top 10 etc.

* Previous hands on experience in consultancy firm will be an advantage.

Remuneration

The successful candidates will be provided with an attractive remuneration package including fringe benefits,
commensurate with industry-standard and will be placed in an appropriate grade based on the level of
competencies and experience

Please forward your resume within 07 days of this advertisement, stating contact details of two non-related
referees, to careers@pabcbank.com indicating the position applied for in the “Subject” line. Information
forwarded by you shall be treated strictly confidential and referees shall be contacted with your consent.
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